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Ascend Remote Proctoring Security Features

Lockdown Browser Capabilities Automated Remote Proctoring Capabilities

Force full screen prior to and during exam. e Recording Features

= Video Record of test taker, with monitoring of test

e Kill all application prior to exam. _ _
taker actions during exam.

* Only one display allowed during exam (screen). = Audio Record of test taker to ensure verbal cues are
e Browser Tabs not being provided.

= Disable new tabs during exam. =  Screen Record of device screen during exam.

= Close all open tabs prior to exam. = Web Traffic Recorded to ensure no other web sites or

other trafficking is happening on device.

° i . .
Disable Browser Features = Room scan required prior to assessment to assess

= Print, Print Screen blocked. condition of environment.

= Clipboard featured disabled. + Additional room scans could be required if

e Block download abilities. irregularities are detected in the assessment.

e Clear cache prior to and after exam. Test Taker Verification Options

e Prevent Right Click during exam. e Video based verification.

* Prevent Re-Entry if kicked out of exam. ,
Validation and authorized re-entry required.

Audio based verification.
e Student Id Check capabilities.
e Signature validation option.

e Login credential-based option.
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